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Abstract Java classes must observe constraints on “hashCode” methods as well as “equals” methods, in order
to behave correctly when their objects are interacted with the Java collection frameworks. One of researches on
the consistency of such methods has proposed a lightweight formal method. This approach checks whether a given
“equals” method observes the rules such as reflexivity, symmetry, and transitivity using Alloy Analyzer, a model
finder. In general a class overridden with “equals” method must override its “hashCode” method properly. There-
fore, we present a formal verification technique for consistency checking between “equals” and “hashCode” methods
in Java. We translate Java code to SMT-LIB and verify it by Z3. Furthermore, our approach has been evaluated
on open source projects. As a result of evaluation, we detected some violations in the projects.
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public class ArEntry implements ArConstants{
private String filename;
public String getFilename() {
return this.filename;

public boolean equals(Object it) {
if (it == null || getClass() != it.getClass())
return false;
return equals((ArEntry) it);

}
public boolean equals(ArEntry it)
if (this.filename == null)
return (it.getfilename() == null);
else
return this.getFilename().equals(it.getFilename());

}
public int hashCode() {
return super.hashCode();
}
}
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;Class information
(declare-datatypes () ((Type ArEntry ArConstants UnderARC Object Null)) )

(declare-datatypes () (( Ref(Rfield (egnum Int) (hsnum Int) (pointer Int)) )) )
(declare-datatypes () ((ArEntry(Arfield (filename Ref)) )) )
(declare-datatypes () (( Object(Ofield (ar ArEntry)(pointer Int)(class
Type)))))

(declare-const this Object)

(declare-const that Object)

(declare-const other Object)

(declare-const nobj Object)

;method information

(define-fun equalsRef ((rl Ref)(r2 Ref)) Bool

(ite (and (and (not (= (pointer r1) @)) (not (= (pointer r2) 0))) (= (eqnum ri)
(egnum r2))) true false )

(define-fun equalsMain ((ol Object)(o02 Object)) Bool

(and (=> (or (= (class ol) ArConstants) (or (= (class ol) UnderARC)(= (class
ol) Object))) (= (pointer ol)(pointer 02)))

(=> (= (class ol) ArEntry) (and (and (not(= (pointer 02) @)) (= (class ol)
(class 02))) (or (and (= (pointer(filename (ar ol1))) @) (= (pointer(filename (ar
02))) ©)) (equalsRef (filename (ar ol1)) (filename (ar 02)))) ) )

)

(define-fun hashCode ((ol Object)) Int
(pointer ol1)

sequality check
(assert (not (equalsMain this this) ) )
(assert (not(iff (equalsMain this that) (equalsMain that this)) ) )

(assert (not(=> (and (equalsMain this that) (equalsMain that other))
(equalsMain this other)) ) )

i;;sert (not(=> (not(= (pointer this) @)) (not(equalsMain this nobj))) ) )

;hashCode check
(assert (not(=> (equalsMain this that) (= (hashCode this) (hashCode that) )) ) )
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